
Prepared by Tracey Linnell
24 November 2022

Version 1.0

Building 
Resilience into 
your business 
before a crisis 
hits!





WHAT CAN GO WRONG?

LOSS OF POWER 
OR NETWORK 

OUTAGE



Misconceptions…

Our Staff will know 
what to do…

We have insurance 
to cover our losses…

We do not have the 
time to develop a 
BCP…

BC & IT DR = SAME 
THING…



Share Price impact





& 
CYBER



Cyber

Detection, Notification, Respond 
and Contain, Eradicate, Post 
incident review



WHY DO WE DO BUSINESS CONTINUITY?



WHAT ARE WE PROTECTING?



RECOVERY EXPECTATIONS



RECOVERY – MEET OR GAP?

Time

% Operational

RTO
- 8 hours

ART
- 6 hours

ART
- 24 hours

GAP!!



WHAT ARE WE PROTECTING?



SOLUTIONS – OPTIONS TO MEET RTO

People

(Skills and 
Knowledge)

Premises 
(Building and 

Factories)

Resources

(IT, Telecoms, 
Cyber)

Resources 

(Documents 
and 

Equipment)

Suppliers 

(Products and 
Services 

supplied by 
3rd parties)

- Plan Documentation  

- Cross training

- Creation of skills pools

- Succession planning

- Outsourcing

- Geographical resilience and failover

- Data replication for short RPOs/ RTOs

- Virtualisation and cloud computing

- IT Service Recoverability & Availability

- Cyber detection tools, first responders

- Offsite/ alternate recovery site

- Remote working (VPN access, etc.)

- Recovery site location considerations

- Optical scanning and backup

- Offsite archiving

- Battle box storage

- Specialised off-site equipment

- Just-in-case buffer stocks

- SLAs

- Dual sourcing

- Escrow arrangements

- Agreements with other suppliers to 
obtain stock at short notice



INFO GATHERING:



VALUE CHAIN PROTECTION:



DEFINITION OF OPERATIONAL RESILIENCE

Operational resilience is a business's ability to respond to and overcome 

adverse circumstances during operation that might cause financial loss or 

disrupt business services. 

An organization's operational resilience determines its ability to respond and 

recover in a timely manner.



CONCEPT OF OPERATIONAL RESILIENCE

SOURCE: IRMSA: GUIDELINE ON INTEGRATING STRATEGY, RISK AND RESILIENCE •2022 EDITION 

Cyber



Business 
Continuity

Good Practice 
Guidelines 

2018

ISO 
22301/22313

ISO22317 - BIA

ISO22318 –
Supply Chain

DRI Good 
Practices

Country 
Standards

IT Disaster 
Recovery

ISO 27031

ITIL

COBIT

Crisis 
Management

BS 11200

ISO 22361

Incident 
Command 

Structure (ICS)

Organisational 
Resilience

ISO 22316

Other

Incident 
preparedness 
– ISO 22399

Exercising and 
Testing – ISO 

22398

Cyber

NIST

ISO 27001

Disaster 
Management

National 
Disaster 

Management 
Act

OHS

OHS Act

ISO 45001

INDUSTRY STANDARDS



Plan, plan, plan!

Time

% Operational

WITH 
RESILIENCE 
PLANNING

WITHOUT
RESILIENCE 
PLANNING

IMPACT:
• Customer frustration, lose customer

• Financial loss
• Reputational loss

• Backlog, fines, penalties
• Legal 







THANK YOU

Any questions are welcome

Tracey Linnell

traceyl@morgansolus.com

+27 72 509 6416

mailto:traceyl@morgansolus.com

